Pa3BepTtbiBaHue 6a3oBoro creka ELK

3ananue:

4) PasBeprbiBanune 6asoBoro creka ELK

« a) Cosnanue daiina elk.yml:
o 1. B nomaineii TMpeKTOpUH 10Jb30BaTes coszaiite daiin elk.yml, onuchiBaromuii cTek KOHTEHHEPOB st
Elasticsearch, Logstash u Kibana.
 b) Kondurypauus crexa Docker Compose:
o 1. Ompenenure Tpu cepBuca:
= elasticsearch:

= Hcnone3yiite 06pa3 elasticsearch:7.10.1.

= TIpokunsre nopt 9200 mis nocryna k Elasticsearch API.

= logstash:
= cnone3yiite 06pa3 logstash:7.10.1.

= Hacrpoiite Logstash st monmydenus naHHbIX U oTHpaBky ux B Elasticsearch.

= kibana:

= Hcnone3yiite 06pa3 kibana:7.10.1.
= TIpokunsre nopt 5601 st nocryna k BeG-untepdeiicy Kibana.

e ¢) 3amyck cTeka:
o 1. 3amyctute Docker Compose ¢ ¢aiinom elk.yml.

o 2. VYoeautech, 4To Bece cepBUCH paboratot u Kibana noctymnna no nopry 5601.

Bapuanr peajusauun:

« B gomaluHei aupekTopum nonb3osatens altlinux us noa nonsb3osatens altlinux cozgaém dainn elk.yml:

vim ~/elk.yml

o HomemaeM B HEro criegyrouiee cogep>xxmmoe:
- PeaJ’II/IByeM ¢yHKLlI/10HaJ'I cornacHo TpeﬁOBaHMﬂM 3ajaHuA:;



version: '3.7'

services:
elasticsearch:
image: elasticsearch:7.10.1
container_name: elasticsearch
environment:
- discovery.type=single-node
- bootstrap.memory_lock=true
- "ES_JAVA_OPTS=-Xmslg -Xmxlg"

ulimits:
memlock:
soft: -1
hard: -1
ports:
"9200:9200"
volumes:

- es_data:/usr/share/elasticsearch/data

logstash:
image: logstash:7.10.1
container_name: logstash
depends_on:
- elasticsearch
volumes:
- ./logstash.conf:/usr/share/logstash/pipeline/logstash.conf
environment:
LS_JAVA_OPTS: "-Xmslg -Xmx1lg"

kibana:
image: kibana:7.10.1
container_name: kibana
depends_on:
- elasticsearch
ports:
- "5601:5601"
environment:
ELASTICSEARCH_HOSTS: "http://elasticsearch:9200"

volumes:

es_data:

« B gomaluHei aupekTopum nonb3osatens altlinux us nog nonb3osatens altlinux cozgaém dain logstash.conf:

vim ~/logstash.conf

o [lomellaeM B Hero crneaytoLlee CoaepXnMoe:
= HacTpauBas Logstash 451s nonyyeHns faHHbIxX 1 oTnpasku ux B Elasticsearch

input {
beats {
port => 5044

output {
elasticsearch {
hosts => ["http://elasticsearch:9200"]
index => "logstash-%{+YYYY.MM.dd}"

« BbinosiHsiem 3anyck cTeka koHTeinHepoB anst WordPress n MySQL:
o 3aI'IyCK KOMaHAbl BbIMONHAETCA U3 AOMaLLUHero Katanora nonb3oBarensa aItIinux;

sudo docker compose -f elk.yml up -d

o PesynbtarT:

1tlinu

« [poBepseM pocTyn K BeG-uHTepdeiicy Kibana:
o O6paLianch Ha Nnasatowmit-IP agpec ControlVM Ha nopt 5601;



1«

® ¢ & 192168.1597:5601 Home - Elastic N |

= [@ | Home

Home @ Adddata @ Manage <, Dev tools

o Build a powerful search experience.
Enterprise Search ‘Connect your users to relevant data.

Search everything > Unify your team content

Analyze data in dashboards.

Q Monitor infrastructure metrics. e Search and find insights.
Observability Trace application requests. Kibana Design pixel-perfect presentations.
Centralize & monitor > Measure SLAs and react to issues. Visualize & analyze > Plot geographic data,

Model, predict, and detect.

[+ Prevent threats autonomousy

Detect and respond.

Security

SIEM & Endpolnt Security > Investigate incidents.

Ingest your data B Try our sample data
B Adddata £, AddElastic Agent [ uploadafile
Ingest data from popular apps and services. 'Add and manage your fleet of Elastic Agents Import your own CSV, NDJSON, or log file.

and integrations.

« [lpoBepsiem gocTyn Kk Be6-uHTepdeiicy Elasticsearch API:
o O6paLuasch Ha Nnasatowmit-IP agpec ControlVM Ha nopt 9200;

¢« @ ¢ & 192.168.15.97:9200

AsTodopmaTupoBaTts [

{

"name" : "120cc20d3290",

"cluster_name" : "docker-cluster",

"cluster_uuid" : "g-e4BFfOSAOTXNSHKX1kvg",

"version" @ {
"number "7.10.1",
"build_flavor" : "default",
"build_type" : "docker",
"build_hash" : "1c34507e66d7db1211f6613513706fdf548736aa",
"build_date" : "2020-12-05T01:00:33.671820Z",
"build _snapshot" : false,
"lucene_version" : "8.7.0",
"minimum_wire_compatibility version” "6.8.0",
"minimum_index_compatibility_version" : "6.0.0-betal"

"tagline" : "You Know, for Search"

}
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